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Abstract

This work in progress paper investigates how LM-based evolutionary algorithms,1

such as AlphaEvolve, can be used to generate attacks on autonomous vehicle2

systems. While these algorithms have previously been used to generate prompt3

injection attacks, our problem contains an inherent domain misalignment that we4

must tackle in order to get language models, which searches over text, to search for5

joint adversarial inputs across different domains outside of text. Therefore, starting6

outside of our adversarial problem first, we develop a search framework which uses7

in-context learned function approximations to guide evolution and improve overall8

search efficiency. We present preliminary results using toy problems to show how9

our framework finds global optimal solutions more efficiently than its predecessor.10

These results suggest that using in-context learned function approximations may be11

the viable path for generating adversarial data with LM-based search algorithms.12

1 Introduction13

Our research seeks to develop algorithms that allow developers to generate sequential adversarial14

attacks on their closed loop autonomous systems that can induce particular adversarial failures when15

applied over a time horizon. (see Figure 1). Inspired by previous work ([8]), we investigate how16

existing evolutionary algorithms, such as AlphaEvolve ([9]), can be used to generate these attacks.17

However, although researchers have used these algorithms to find new solutions to attack problems,18

the challenge in applying AlphaEvolve comes from a domain misalignment. While frameworks19

like AlphaEvolve evolve code programs, applying this to generate joint image-trajectory attacks20

introduces severe search redundancies – where distinct code mutations yield identical adversarial21

inputs – and search limitations – in which inter-program semantics fail to inform correct adversarial22

mutations for the LM to apply. To resolve this, we propose AttackEvolve, which directly evolves text-23

serialized sample arrays in lieu of programs, establishing a bijective (one-to-one) mapping between24

text representations and physical inputs that maximizes search efficiency. By additionally leveraging25

in-context learned function approximations of the target system, AttackEvolve doesn’t just rely on26

language semantics but also encourages the model to learn the underlying functional representation27

of its target to guide evolution. We evaluate our framework outside our adversarial problem first and28

present the result of initial toy experiments. When applied on toy functions, our framework is able to29

find global optimums to highly non-convex functions more quickly and efficiently than our baseline30

solution. Throughout this paper, we use OpenEvolve instead of AlphaEvolve as our baseline, since31

OpenEvolve is open-sourced. The main contributions of this paper are an improved search framework32

designed to facilitate the discovery of adversarial attacks on autonomous vehicles and the design of33

toy experiments for effective evaluation of LM-based search algorithms.34
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Figure 1: The motivating problem is to generate joint image and trajectory attacks for target trajectory
prediction systems in autonomous driving. These attacks will be applied to the vehicle sequentially
over a time horizon to cause a collision or fulfill some other adversarial objective. With this framework,
system developers will be able to generate large adversarial datasets that they can use for building
filters, detection systems, or doing adversarial training.

2 Related Works35

Previous works can be broken down into two categories - one that finds failure modes on closed-loop36

systems and another that finds myopic attacks on isolated vehicle models or components. The37

latter category touches the classically known adversarial literature, in which solutions either use38

pure gradient-based approaches ([7]), constrained (or augmented) gradient-based approaches ([5]),39

gradient-estimations ([10]), trajectory perturbations ([1], [2], [12]), or search algorithms ([8]). For40

the former, currently known solutions involve using falsification and simulations to generate “failure41

modes” ([6]), reachability analysis and simulations to find failures ([3]), and formal analysis to similar42

find counter examples and failures ([4]). For both categories, each solution itself is not well-suited43

to solve our problem. Solutions in the first category do not generate non-myopic attacks nor jointly44

perturb images-trajectory sequences. For the second category, although these solutions may be able to45

find failure cases for closed-loop systems in sequence, many of these solutions are limited by the use46

of simulators, which may not capture long-tail inputs or naturally crafted adversarial examples seen in47

the wild. However, we may be able to leverage search algorithms to generate non-myopic multi-modal48

adversarial attacks. AlphaEvolve/Funsearch ([11]) is one such algorithm that use language models to49

evolve programs that produce solutions to complex mathematical problems. Drawing from previous50

successes in rediscovering or outperforming state-of-the-art solutions across complex mathematical51

and adversarial domains, we may be able to leverage the LM’s unique semantic reasoning capabilities52

to discover creative, new attacks that traditional heuristics fail to uncover. In this paper, we discuss53

the augmentation needed to apply such a solution to our problem domain.54

3 Improving evolutionary algorithms with In-Context Learning Enhanced55

Searches56

Language models (LM) have demonstrated the ability to learn simple functions in context; therefore,57

we can leverage this ability the model to approximate the underlying dynamics of a given target model58

and then use this approximation to suggest better candidate solutions. Therefore, instead of simply59

“best-shot prompting" the LM for improvements, we provide critical samples of our target function60

that informs the model of the function’s geometric properties and then ask the LM to simultaneously61

solve for the inverse solution to a target function score and produce new candidate input solutions62

that will aid it to better approximate the underlying function (see Figure 2 for details). Instead of63

constructing our prompts with only the best programs stored, we construct each prompt using a series64

of samples where each sample is selected from certain categories of points that are important for65

optimization and that describe the characteristics of a function:66

• Extrema points: The points that achieve the maximum and minimum of the collected scores.67
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Figure 2: We built on top of the innovations made from AlphaEvolve. In AttackEvolve, instead of
evolving programs, we evolve samples of a function that represents the a target system, feed these
samples into the prompt, and prompt the model for a new input that either achieves the target score or
aids it in approximating the underlying function. Once, new inputs are produced, we evaluate them
as usual and store the inputs themselves inside the database. Our actual implementation builds on top
of OpenEvolve, which is an open-source implementation of the AlphaEvolve framework.

• Critical points: Points in the domain where the derivative is zero or undefined. The points68

where the function’s derivative is zero identifies local maxima, minima, and saddle points69

and the points where the function is undefined represents holes or strange behaviors in the70

underlying target system. To select candidate local minima/maxima without calculating71

gradients, we simply select a sample of the best and worst solutions. Similarly, singularity72

points are selected based on whether the generated solution produced an error.73

• Endpoints: Samples which contain the inputs at the boundaries of the domain in which the74

function is defined. For this, we simply select samples with the smallest and largest value75

within that island.76

• Random points: We randomly select other candidate solutions in the database that describes77

the function’s behavior in other random regions.78

We follow the same island-based model as ([9]) where the population is split into m groups, each79

group is evolved separately using a copy of the user provided initial program, and programs within80

islands are furthered clustered into group according to a signature. However, because we evolve81

candidate attacks directly, instead of creating signatures based on program features, we define82

signatures as a tuple of dimension n+ 1, t ∈ Rn+1, where each element is the input’s discretized83

value or its associated score. Each tuple’s component is defined as follows:84

ti =


⌊
xi−a
b−a

⌋
∗K if i ≤ n⌊

c−ascore

bscore−ascore

⌋
∗K if i ≥ n

85

where K is the total number of bins, a is the lower bound for the input domain considered, b is the86

upper bound for the input domain considered, x corresponds to the candidate solution generated, c87

is the output score associated with x, and ascore and bscore are the minimum and maximum values88

considered for the function’s range.89

4 Toy Experiment: Finding Minimizers to Highly Non-Convex Functions90

We design toy experiments to test how well our framework can search for global optimizers for 291

functions (see Appendix A). The goal is to search for the point that represents the global minimum92

of the function. Each evolved solution is a 2-dimensional vector represented in text form and each93

sample collected is simply (x, c). The objective function for this experiment is: c = −f(x − p),94

where f is the function being minimized and p is a design parameter. (Note: Most of the global95

minimizers for our function are located at X = 0; thus, to make a non-trivial minimizer, which will96

necessitate search, we offset the input by p to relocate the minimizer to some non-trivial location).97

All initial seeds are randomized and the search algorithm is ran until the global minimizer is found or98

until it timeouts after 48hrs. Both algorithms uses the Deepseek-r1 model with 8 billion parameters99
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(a) Sphere Function performance.

(b) Ackley Function performance.

Figure 3: Comparison of search results across different test functions. The left plot of each subfigure
shows the current closest point found to the global optimum per iteration and the right shows the
current best minimizer found per iteration. In both experiments, we see that AttackEvolve finds the
global solution very quickly in comparison to OpenEvolve. Additionally, unlike OpenEvolve, it
doesn’t get stuck over long periods of time.

as their mutators. The results in Table 1 shows the results for 2 experiments. The first experiment100

finds the minimizers of the Spherical Function (6 seeds) and the second finds the minimizer of the101

Ackley Function (8 seeds). Average (Avg.) iteration to Solution and per run is noted for seeds in102

which the algorithms finds the global minimizer. Average programs discovered counts the number of103

distinct points generated either inside the database (AttackEvolve) or by programs inside the database104

(OpenEvolve). The improvement rate is measured by taking the proportion of parent-child evolutions105

that results in either a higher score or a closer generated point to the global optimum (denoted with106

"score" and "dist" in the table respectively). Even though the average improvement rate seems to be107

on par with OpenEvolve for the Ackley experiment, AttackEvolve finds the global minimizer more108

often, and it also searches more quickly (avg time per iteration). These results show the need for a109

framework that leverages geometrics properties of the function being optimized and the potential110

such a framework has to generate successful attack on learning-based robotic systems.111

Table 1: Performance metrics for the Sphere and Ackley experimental setups.
Experiment 1 (Sphere) Experiment 2 (Ackley)

Metric OpenEvolve AttackEvolve OpenEvolve AttackEvolve

SR 0.0% 75% 0.0% 88%
Avg. Iteration to Solution N/A 90.33 N/A 498.93
Avg. Iteration Per Run N/A 75.25 N/A 616.38
Avg. Time Per Iteration (s) 62.51 16.42 49.18 17.90
Avg. Improvement Rate (Dist) 0.18 0.44 0.34 0.30
Avg. Improvement Rate (Score) 0.19 0.51 0.28 0.29

5 Discussions and Future Work112

This paper presents a work-in-progress framework for improving the search capabilities of AlphaE-113

volve. Although, we demonstrate the improved search efficiencies of the new framework, more114

experimental runs are needed for more in-depth analysis. Next steps include applying this framework115

to generate image perturbations on toy attack experiments.116
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A Functions Used In Toy Experiments159

A.1 Sphere Function160

This function is described by the following:161

f(x) =

d∑
i=1

x2
i (1)162
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Figure 4: Sphere function.

Figure 5: Ackley Function

where x ∈ Rd. The global minimum has value 0 at x = 0.163

A.2 Ackley Function164

This function is described by the following:165

f(x) = −a exp

−b

√√√√1

d

d∑
i=1

x2
i

− exp

(
1

d

d∑
i=1

cos(cxi)

)
+ a+ exp(1) (2)166

where x ∈ Rd, and a = 20, b = 0.2, and c = 2π. The global minimum has value 0 at x = 0.167
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